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Computer Trouble?






Virus removal Washington County, WI and surrounding areas. Computer related info. Computer help for the home user, house calls only. 

Specialized in non-destructive virus removal. 

Call me at 414 719 2977.
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Dangerous PDF Files










Microsoft published a list of eight names of known virus infected PDF files that have been repeatedly seen as the carrier of virus infections:

	   pdf_new[1].pdf
	   auhtjseubpazbo5[1].pdf
	   avjudtcobzimxnj2[1].pdf
	   pricelist[1].pdf
	   couple_saying_lucky[1].pdf
	   5661f[1].pdf 7927
	   9fbe0[1].pdf 7065
	   pdf_old[1].pdf


What  does that mean for you? Beware of any email attachment with any of these or similar file names!



One easy security measure against only exactly this type of virus is to disable Javascript in your PDF reader.. This depends on having the latest up-to-date version of the PDF reader installed.



If you use Adobe Reader at the time of writing the latest version is 11.0.3. Open the Edit menu and click on Preferences (or type Ctrl+K).  In the Preferences window click in the left side bar on Javascript. Then remove first the check mark by  "Enable global object security policy" and then the one by "Enable Acrobat Javascript". Then click OK to close the Preferences window. This is what the window looks like (emphasis added):








If you still have Adobe Acrobat installed please remove it and replace it with PDF-XChange Viewer! Well, if  you actually use Adobe Acrobat regularly to create PDF documents then keep it up-to  date and use it at your own risk.



Update May 27 2013:



If you use PDF X-Change Viewer at the time of writing the latest version is 2.5.210.Open the Edit menu and click on Preferences, select JavaScript, uncheck Enable JavaScript Actions and click “OK”. This is what the window looks like (emphasis added):








If you use a different PDF reader you have to find out if this reader allows embedded Javascript to be executed. If so then find out how to disable it.



Again, this avoids only Javascript viruses embedded in PDF files.

Additionally:

If you run any version of Adobe Reader older then 11.0.3 please upgrade immediately! After an upgrade you have to check if there is another older version of Adobe Reader installed; if so remove it! 



Should you have any difficulties with any of the above I will be glad to help. For things like these I do not need to come to your house, they can be fixed remotely.







As usual I welcome comments and suggestions right here in the blog. Thank you in advance.



Click here for a categorized Table Of Contents.










Posted by




Eike Heinze




at
8:10 PM





















Labels:
email,
HowTo,
javascript,
malware,
Microsoft,
PDF,
recommended,
security,
support,
update












No comments:







Post a Comment






        
      



Newer Post


Older Post

Home






Subscribe to:
Post Comments (Atom)








Printfriendly









Table of Contents




	



        ► 
      



2022

(1)
	



        ► 
      



February

(1)






	



        ► 
      



2021

(4)
	



        ► 
      



November

(1)



	



        ► 
      



February

(3)






	



        ► 
      



2020

(7)
	



        ► 
      



June

(2)



	



        ► 
      



May

(1)



	



        ► 
      



April

(2)



	



        ► 
      



March

(1)



	



        ► 
      



January

(1)






	



        ► 
      



2019

(1)
	



        ► 
      



May

(1)






	



        ► 
      



2018

(10)
	



        ► 
      



November

(2)



	



        ► 
      



September

(1)



	



        ► 
      



August

(2)



	



        ► 
      



July

(1)



	



        ► 
      



June

(1)



	



        ► 
      



February

(1)



	



        ► 
      



January

(2)






	



        ► 
      



2017

(16)
	



        ► 
      



December

(2)



	



        ► 
      



November

(2)



	



        ► 
      



September

(1)



	



        ► 
      



August

(1)



	



        ► 
      



July

(3)



	



        ► 
      



May

(2)



	



        ► 
      



April

(1)



	



        ► 
      



January

(4)






	



        ► 
      



2016

(36)
	



        ► 
      



December

(2)



	



        ► 
      



November

(2)



	



        ► 
      



October

(1)



	



        ► 
      



September

(3)



	



        ► 
      



July

(3)



	



        ► 
      



June

(1)



	



        ► 
      



May

(1)



	



        ► 
      



April

(3)



	



        ► 
      



March

(10)



	



        ► 
      



February

(5)



	



        ► 
      



January

(5)






	



        ► 
      



2015

(48)
	



        ► 
      



December

(1)



	



        ► 
      



November

(5)



	



        ► 
      



October

(3)



	



        ► 
      



September

(3)



	



        ► 
      



August

(9)



	



        ► 
      



July

(5)



	



        ► 
      



June

(5)



	



        ► 
      



May

(4)



	



        ► 
      



April

(5)



	



        ► 
      



March

(4)



	



        ► 
      



February

(2)



	



        ► 
      



January

(2)






	



        ► 
      



2014

(33)
	



        ► 
      



December

(2)



	



        ► 
      



November

(1)



	



        ► 
      



October

(5)



	



        ► 
      



September

(3)



	



        ► 
      



August

(4)



	



        ► 
      



July

(2)



	



        ► 
      



June

(2)



	



        ► 
      



May

(1)



	



        ► 
      



April

(3)



	



        ► 
      



March

(1)



	



        ► 
      



February

(5)



	



        ► 
      



January

(4)






	



        ▼ 
      



2013

(34)
	



        ► 
      



December

(4)



	



        ► 
      



November

(3)



	



        ► 
      



October

(6)



	



        ► 
      



September

(5)



	



        ► 
      



August

(1)



	



        ► 
      



July

(3)



	



        ► 
      



June

(2)



	



        ▼ 
      



May

(3)
	Email From The IRS? No Way!
	Dangerous PDF Files
	Cloud Storage?





	



        ► 
      



March

(2)



	



        ► 
      



February

(3)



	



        ► 
      



January

(2)






	



        ► 
      



2012

(37)
	



        ► 
      



December

(2)



	



        ► 
      



November

(2)



	



        ► 
      



October

(1)



	



        ► 
      



September

(3)



	



        ► 
      



August

(5)



	



        ► 
      



July

(7)



	



        ► 
      



June

(3)



	



        ► 
      



May

(3)



	



        ► 
      



April

(3)



	



        ► 
      



March

(1)



	



        ► 
      



February

(2)



	



        ► 
      



January

(5)






	



        ► 
      



2011

(32)
	



        ► 
      



December

(4)



	



        ► 
      



November

(2)



	



        ► 
      



October

(2)



	



        ► 
      



September

(4)



	



        ► 
      



August

(1)



	



        ► 
      



July

(1)



	



        ► 
      



June

(3)



	



        ► 
      



May

(3)



	



        ► 
      



April

(5)



	



        ► 
      



February

(2)



	



        ► 
      



January

(5)






	



        ► 
      



2010

(36)
	



        ► 
      



November

(1)



	



        ► 
      



October

(2)



	



        ► 
      



September

(2)



	



        ► 
      



August

(2)



	



        ► 
      



July

(7)



	



        ► 
      



June

(4)



	



        ► 
      



May

(1)



	



        ► 
      



April

(6)



	



        ► 
      



March

(2)



	



        ► 
      



February

(2)



	



        ► 
      



January

(7)






	



        ► 
      



2009

(29)
	



        ► 
      



December

(1)



	



        ► 
      



November

(2)



	



        ► 
      



October

(4)



	



        ► 
      



September

(1)



	



        ► 
      



August

(2)



	



        ► 
      



July

(4)



	



        ► 
      



June

(2)



	



        ► 
      



May

(1)



	



        ► 
      



April

(6)



	



        ► 
      



March

(1)



	



        ► 
      



February

(3)



	



        ► 
      



January

(2)






	



        ► 
      



2008

(27)
	



        ► 
      



December

(2)



	



        ► 
      



November

(1)



	



        ► 
      



October

(1)



	



        ► 
      



August

(3)



	



        ► 
      



July

(1)



	



        ► 
      



June

(9)



	



        ► 
      



May

(9)



	



        ► 
      



January

(1)
















Welcome!


I am delighted that you found my blog, thanks for stopping in.

Actually this not a "blog" in the original sense of the word as in daily or regular musings like in a diary.

It is rather a collection of bits and pieces that I wrote for my customers and anybody else who might be interested.

If you are so inclined feel free to use my texts but PLEASE include a link to the blog entry where you got it from. Thank you.

Personal emails please to ejheinze_at_gmail_dot_com.






About Me



	

Eike Heinze


	SE Wisconsin, United States
	52 years in Information Technology and 34 years of experience with PCs as of 2016. Specialized in non-destructive virus and malware removal, home computer protection and showing my customers how to keep their computers "mean and clean". From 2004 to 2015 I was the regular computer guru on a local radio call-in talk show. From April 2015 through April 2016 I was bi-wwekly on WBKV 1470AM. I offer only house calls and work exclusively on  MS-Windows. I do NOT sell hardware or software, I sell only my know how, my experience and my time.


View my complete profile
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